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[bookmark: _Toc205976288]摘 要

[bookmark: _Hlk202516641]關鍵詞：人工智慧、大型語言模型、靜態程式碼分析、開發安全維運、微軟雲端平台

本論文提出並且實作一套以AI強化的DevSecOps流程，將SonarQube靜態分析與GPT-4.1整合，提升 .NET 應用程式的弱點分流與優先次序判定。系統透過 GitHub Actions 協調 CI/CD 流程，在Azure虛擬機上自建SonarQube執行靜態分析，並將掃描結果上傳至Azure Blob儲存體以觸發Azure Function，使用 GPT-4.1 生成具優先順序且具情境感知的摘要。除Microsoft eShopOnWeb的研究外，我們亦在台灣某知名科技公司的原始碼進行一項工程師參與的真實個案研究，十天期間內涵蓋五個SonarQube 掃描報告。實驗結果顯示：（i）開發者對AI 強調項目的採納度提升，可由後續掃描的關閉紀錄驗證；（ii）相較於原始報告，資訊過載明顯降低；（iii）DevSecOps流程具可重現性，且所有產出皆留存於Azure以維護資料隱私。結果顯示，加入人工審查機制後，生成式AI能安全且有效地嵌入安全軟體開發流程，於自動化與人為控管之間取得良好平衡。
[bookmark: _Toc205976289]ABSTRACT
keywords：Artificial Intelligence、LLM、SonarQube、DevSecOps、Azure
This thesis presents the design and implementation of an AI-augmented DevSecOps pipeline that integrates SonarQube static analysis with GPT-4.1 to enhance vulnerability triage for .NET-based applications. The system orchestrates CI/CD with GitHub Actions, runs static analysis on a self-hosted SonarQube instance on an Azure VM, and uploads scan results to Azure Blob Storage to trigger an Azure Function that generates prioritized, context-aware summaries with GPT-4.1. In addition to the Microsoft eShopOnWeb study, we report a real-world case study on a corporate repository at a prestigious technology company in Taiwan, covering five SonarQube snapshots (scan reports) over a ten-day period. We observe (i) improved developer uptake of AI-highlighted items evidenced by next-scan closures, (ii) reduced information overload relative to raw reports, and (iii) a reproducible, privacy-preserving pipeline that keeps all artifacts within Azure. The results show that generative AI can be embedded safely and effectively into secure software delivery, balancing automation with mandatory human review.
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[bookmark: _Toc205976292]Introduction
[bookmark: _Toc205976293]Background
The development of secure and maintainable software remains a persistent challenge, even as modern tools aim to streamline the engineering process. Despite advances in integrated development environments, static analyzers, and CI/CD automation, developers often spend significant time debugging, reviewing, and addressing latent vulnerabilities. This persistent effort reflects the fundamental complexity of software systems rather than mere inefficiencies in tooling. The emergence of Large Language Models (LLMs), GPT-4.1 for example, introduces a compelling opportunity: the potential to enhance the software security lifecycle through intelligent, context-aware assistance. This thesis explores the hypothesis that integrating LLMs into static analysis workflows can shift security practices from reactive remediation to proactive triage, embedding security awareness directly into the developer workflow.
The rapid advancement of web technologies—particularly in artificial intelligence (AI), cloud computing, and microservices—has significantly expanded the attack surface of modern software systems. According to Verizon’s 2025 Data Breach Investigations Report (DBIR), external actors remain the predominant threat actors in cloud breaches, with stolen credentials cited as the most common method of access. Misconfigurations and vulnerabilities in cloud applications also contribute significantly to these breaches, underscoring persistent weaknesses in cloud security postures[1]. As organizations increasingly embrace cloud-native architectures and deploy applications at scale, the complexity of these ecosystems exacerbates the challenge of maintaining a robust security posture.
Simultaneously, the widespread adoption of DevOps methodologies and CI/CD pipelines has accelerated software delivery, often at the expense of security. Security mechanisms are frequently implemented late in the development process, leading to delayed detection of vulnerabilities and costly remediation. This inefficiency has prompted a shift toward integrating security at the earliest stages of development—a practice known as Shift Left Security [2].
Furthermore, the integration of AI and machine learning (ML) into applications introduces additional layers of complexity and new categories of vulnerabilities, including data poisoning, model inversion, and adversarial attacks[3]. These risks extend beyond traditional coding flaws and require security mechanisms that can understand and analyze application logic in context.
In response to these challenges, both academia and industry have increasingly emphasized secure-by-design principles and the automation of security analysis[2, 3]. This thesis is motivated by the growing need for developer-centric security workflows that embed vulnerability detection and triage into the software delivery pipeline. By leveraging Generative AI and integrating advanced static analysis into CI/CD workflows, this research aims to advance the state of secure software development by narrowing the gap between velocity and resilience.
[bookmark: _Toc205976294]Problem Statement
Traditional Static Application Security Testing (SAST) tools, such as SonarQube, primarily rely on syntactic analysis and pattern matching to detect known vulnerabilities in source code. While these tools are effective at identifying common coding flaws, they often lack the capability to understand the contextual logic of applications, such as business logic flaws, access control misconfigurations, or vulnerabilities that emerge only through specific data flows or execution contexts[2].
As a result, critical vulnerabilities that require comprehension of the application's intended behavior, user roles, or environmental dependencies can evade detection by conventional SAST tools[4]. This limitation creates a significant gap in the early phases of the software development lifecycle, leaving organizations exposed to sophisticated attacks that exploit contextual weaknesses, especially in complex, AI-enabled, and cloud-native systems.
Recent studies have emphasized the importance of integrating context-aware security analysis into development workflows to enhance vulnerability detection accuracy and reduce false positives and negatives[4]. Addressing this problem is essential to advancing secure software engineering practices and closing the gap between rapid development and robust security assurance.
[bookmark: _Toc205976295]Objective 
The objective of this research is to develop and evaluate an approach that integrates Generative AI (GenAI) capabilities with a multi-tool static analysis workflow that combines traditional SAST tools such as SonarQube for backend analysis. 
By leveraging the natural language understanding and generative capabilities of large language models (LLMs), GPT-4.1 in this experiment, the proposed solution aims to overcome the limitations of conventional SAST tools in identifying complex, logic-based vulnerabilities and in synthesizing remediation suggestions. GenAI enhances this multi-scan pipeline by summarizing, categorizing, and prioritizing results, providing a context-aware security triage report.
This research seeks to bridge the gap between static analysis results and actionable insights by designing an integrated framework that allows SonarQube to be evaluated and enhanced by GenAI models throughout the CI/CD pipeline. The effectiveness of this approach is evaluated based on detection accuracy, reduction of false positives, and the relevance and acceptance of the AI-generated remediation guidance.
Recent advancements in GenAI have shown significant potential in supporting software engineering tasks, including code summarization, vulnerability classification, and automated patch generation[5]. Incorporating these capabilities into the security scanning process can enhance the precision of vulnerability detection while reducing the burden on developers by offering contextually relevant recommendations[6].
This research seeks to bridge the gap between traditional static analysis and intelligent code understanding by designing an integrated framework that enables SonarQube to feed code scan report into GenAI model throughout the code analysis workflow. The effectiveness of the approach will be evaluated based on detection accuracy, reduction of false positives, and developer acceptance of the AI-generated remediation guidance.
[bookmark: _Toc205976296]Scope
This research focuses on the design, development, and validation of a secure software development workflow that integrates static analysis tool, SonarQube, with Generative AI (GenAI) capabilities within a modern cloud-native application architecture. The implementation utilizes a .NET Core API backend, orchestrated through GitHub Actions for continuous integration and continuous deployment (CI/CD), and deployed onto Microsoft Azure cloud infrastructure.
The scope is limited to proof-of-concept development and empirical evaluation within this technology stack. Similar methodological frameworks have been successfully adopted in other domains, including the integration of DevSecOps pipelines using .NET and Angular applications in healthcare systems[7], and the use of CI/CD pipelines on Azure for secure financial applications[8]. These studies underline the feasibility of leveraging widely adopted enterprise technology stacks to experiment with security enhancements in practical environments.
By aligning with these established practices, the research ensures relevance to real-world enterprise software development scenarios, enabling the results to provide insights into the effectiveness of GenAI-augmented SAST tools within typical developer workflows.
[bookmark: _Toc205976297]Literature Review
[bookmark: _Toc205976298]Static Analysis Techniques and Limitations
Static Application Security Testing (SAST) is a foundational technique in the field of software security assurance. By examining source code, bytecode, or binaries without executing the application, static analysis enables early identification of software vulnerabilities, often before the code is integrated or deployed[9]. This early intervention capability is advantageous in reducing the cost and complexity of fixing vulnerabilities, aligning with the widely acknowledged 'Shift Left' approach in secure software development lifecycles.
SAST tools utilize a combination of pattern matching, data flow analysis, control flow analysis, and abstract syntax tree (AST) parsing to detect vulnerabilities such as buffer overflows, SQL injections, and cross-site scripting (XSS)[10]. These techniques have been instrumental in automating vulnerability detection across large codebases and supporting compliance requirements.
However, despite these advantages, static analysis tools are known to suffer from several significant limitations. A primary concern is their inability to capture complex application logic and contextual flows that depend on runtime information[11]. Traditional static analyzers struggle to detect vulnerabilities that arise from specific data states, inter-procedural behaviors, or environment-dependent configurations. For example, they may miss flaws involving indirect permission checks, session management inconsistencies, or API misuse in dynamic cloud environments[12].
Additionally, static analysis tools often produce a high volume of false positives due to over-approximation of program behavior. This over-reporting burdens developers with the task of manually reviewing alerts, leading to 'alert fatigue' and decreased trust in the tools. Moreover, the lack of semantic and contextual reasoning in static analyzers limits their capability to detect business logic vulnerabilities or misuses of complex frameworks and libraries[13].
Emerging research suggests that integrating artificial intelligence techniques, such as machine learning and natural language processing, into static analysis workflows may address some of these limitations by enabling more context-aware and intelligent code analysis[13]. Nonetheless, challenges remain in ensuring the interpretability, precision, and scalability of these approaches for large-scale software systems.
[bookmark: _Toc205976299]SonarQube architecture and plugin ecosystem
SonarQube is a modular, extensible platform widely used in web-based CI/CD pipelines for ensuring code quality and identifying security vulnerabilities. As of 2025, its architecture has evolved to support advanced use cases such as Software Composition Analysis (SCA), Infrastructure-as-Code (IaC) scanning, and AI-augmented code reviews—all integrated seamlessly into DevOps environments like GitHub Actions and Azure.
[bookmark: _Toc205976300]Web-Centric Architecture and Core Components
SonarQube’s architecture consists of the following components:
· Web Server: Offers interactive dashboards for browsing issues, security hotspots, code smells, and historical trends via a browser interface [14].
· Compute Engine: Executes rule sets and performs security analysis, including taint analysis and advanced Deep SAST capabilities[15].
· Database: Stores project metadata, metrics, and scan results. This central storage enables versioning, audit trails, and metric history.
· Architecture-as-Code: SonarQube now supports YAML/JSON-based architecture policies for enforcing design constraints during CI/CD [14].
These components are deployed in our Azure VM instance for secure backend analysis, with results accessed through a web dashboard.
[bookmark: _Toc205976301]Plugin Ecosystem: Extensible by Design
The core power of SonarQube lies in its plugin-based architecture. Each plugin extends SonarQube’s capabilities to support specific programming languages, security standards, or auxiliary features such as:
· Language Analysis: Support for Java, C#, Python, JavaScript, Kotlin, and Go, among others.
· SCA Plugins: Tools like OWASP Dependency-Check and Tidelift integration add CVE tracking, license compliance, and SBOM generation[15].
· IaC and Policy Plugins: Terraform, Ansible, and Kubernetes scanning are possible through IaC plugins, essential for secure DevOps [16].
As of mid-2025, SonarQube officially supports over 185 plugins [16].
[bookmark: _Toc205976302]Advantages and Challenges
SonarQube’s extensibility allows developers to construct custom rulesets and enables enterprises to enforce compliance policies and architectural constraints within CI/CD pipelines. Its robust plugin ecosystem supports granular security analysis across cloud-native and containerized environments. However, these advantages are counterbalanced by challenges: interoperability between plugins may break with core upgrades[17]., community plugins often suffer from insufficient testing or version drift[18]., and the overall effectiveness of security scans relies on careful configuration and timely updates of plugins[19].
[bookmark: _Toc205976303]AI-Augmented Plugins: The New Frontier
Recent developments in AI integration signal a shift toward more intelligent, context-aware static analysis. Our implementation integrates GPT-4.1 via Azure to post-process SonarQube reports, inspired by findings that LLMs improve prioritization, comprehension, and fix recommendations [20].
Beyond that:
· SonarQube now detects AI-generated code and applies additional scrutiny (“AI Code Assurance”) [21].
· Studies suggest that AI assistants like DeepVulGuard can enhance SonarQube by suggesting remediation patches directly inside IDEs [22].
· The 2024 ACM survey finds that over 90% of new static analysis enhancements incorporate AI modules or ML logic [23].
However, caution remains essential. While LLMs boost productivity, they can also hallucinate suggestions. SonarQube’s role becomes one of “trusted AI watchdog” in the CI/CD pipeline, validating recommendations and enforcing secure deployment gates [24].
[bookmark: _Toc205976304]Applications of LLMs in software engineering : focus on vulnerability triage
Recent advancements in Large Language Models (LLMs)—including ChatGPT, Gemini, Claude, and Copilot—have opened new avenues in secure software engineering. These models are increasingly being adopted to address limitations in traditional static analysis tools, especially in reducing false positives and improving vulnerability triage.
[bookmark: _Toc205976305]Automated Vulnerability Detection and Classification
Recent advancements in Large Language Models (LLMs)—including ChatGPT, Gemini, Claude, and Copilot—have opened new avenues in secure software engineering. These models are increasingly capable of not only generating functional code snippets and automating refactoring tasks, but also identifying potential vulnerabilities in source code through natural language understanding and contextual analysis. Empirical studies have shown that LLMs can recognize insecure coding patterns, reduce false positives in static analysis, and provide actionable remediation guidance, thereby supporting more efficient vulnerability triage[23][25][26][27]. Their integration into development workflows addresses several limitations of traditional static analysis tools and enhances the developer’s ability to maintain security best practices throughout the software lifecycle.
Studies have shown that LLMs like chatGPT can identify vulnerabilities such as buffer overflows and insecure data flows with reasonable accuracy, especially when provided structured prompts. However, they still trail behind specialized tools in high-stakes scenarios unless fine-tuned or combined with formal logic rules [23] [25].
[bookmark: _Toc205976306]False Positive Filtering and Contextual Grouping
One of the biggest challenges in static analysis is information overload—hundreds of issues, many of them low-risk. LLMs have been successfully applied to summarize and group related security issues by context (e.g., per module or API boundary), allowing developers to focus on real threats while suppressing noise [26] [27].
[bookmark: _Toc205976307]Gpt-Driven Secure Code Suggestions
LLMs now play an assistive role by suggesting remediation strategies or code refactors that conform to secure coding practices. In this research, GPT-4.1 was integrated into a CI/CD pipeline post-SonarQube scan to recommend actionable fixes for high-risk findings. This proved particularly effective in triaging ambiguous findings and surfacing high-priority items for review.
[bookmark: _Toc205976308]Multi-Model LLM Integration in Tools like Copilot
Tools such as GitHub Copilot have incorporated models like GPT-4.1, Gemini, and Claude. These offer in-editor suggestions with increasing emphasis on vulnerability autofix and explanation transparency—essential for reducing misunderstanding and manual review burden [28].
[bookmark: _Toc205976309]Adoption Trends in Education and Industry
Empirical studies show increasing adoption of ChatGPT and Copilot in both academic and professional settings, especially for learning secure coding and triaging SAST output. Perception studies show a marked improvement in confidence and decision-making when LLM-generated suggestions are incorporated [29].

[bookmark: _Toc205976310]Prior work in secure DevOps pipelines
The integration of security practices into DevOps pipelines, often referred to as DevSecOps, has gained substantial attention as organizations seek to deliver software rapidly without compromising security[2]. DevSecOps emphasizes embedding security controls, vulnerability assessments, and compliance checks directly into the continuous integration and continuous deployment (CI/CD) process, enabling early detection and mitigation of security issues[7].
Numerous studies have explored the design and implementation of secure DevOps pipelines across different domains. For instance, Ali et al. [7]proposed a DevSecOps framework tailored for healthcare applications, integrating automated static and dynamic analysis tools within CI/CD pipelines. Their work highlights the necessity of early vulnerability identification in sensitive domains where data privacy and regulatory compliance are critical.
Similarly, Khan and Ahmad [8] developed a secure cloud-based DevOps framework using Azure pipelines to support secure deployment of financial applications. Their approach incorporated automated security testing stages, dependency scanning, and infrastructure-as-code validation to strengthen the security posture throughout the software delivery lifecycle.
Despite these advancements, challenges persist in balancing automation with the precision of security testing tools. Studies have reported high false-positive rates and gaps in detecting complex, context-aware vulnerabilities when relying solely on traditional SAST and DAST tools within DevOps workflows[30].
Emerging research has advocated for the integration of AI-powered tools into DevOps pipelines to augment security testing with intelligent, context-aware analysis and decision support[2]. Such integrations have the potential to reduce security blind spots, accelerate vulnerability triage, and improve the overall efficiency of secure software delivery.



[bookmark: _Toc205976311]: System Architecture
This research proposes an AI-augmented DevSecOps CI/CD pipeline that integrates SonarQube with GPT-4.1 to enhance vulnerability triage and provide automated, context-aware remediation suggestions. The system leverages standard DevOps tools and practices, enriched with Generative AI capabilities, to bridge the gap in existing SAST workflows.
[bookmark: _Toc205976312]Overview of the Proposed Architecture
The proposed system architecture, as illustrated in Figure 1, integrates the following components:
[bookmark: _Toc205976313]Source Code Repository (GitHub)
Developers push their code changes to a GitHub repository, which serves as the authentic and centralized version control system. Each time the code is revised, changes must be committed and pushed to GitHub, ensuring a single source of truth and facilitating collaborative development. Every update automatically triggers the CI/CD pipeline, where code is systematically built, tested, and subjected to security verification before integration and deployment.
[bookmark: _Toc205976314]CI/CD Orchestration (GitHub Actions)
Upon each code push event, GitHub Actions automatically orchestrates the CI/CD pipeline, ensuring that integration, building, testing, and security scanning are performed consistently. As the backbone of workflow automation, GitHub Actions not only controls the sequence of these operations but also securely manages sensitive information such as API keys and credentials through encrypted secrets. Therefore, the design of YAML configuration files governing these workflows must be carried out with particular care to maintain both operational reliability and security integrity.
[bookmark: _Toc205976315]Static Analysis (SonarQube)
The self-hosted SonarQube server performs static code analysis on the .NET Core API backend, identifying known vulnerabilities, code smells, and maintainability issues. The scan results are then exported into a structured JSON report for further processing in the CI/CD pipeline, and can also be directly reviewed on the SonarQube dashboard for immediate human inspection and traceability. 
[image: ]
[bookmark: _Toc205888029]Figure 1 SonarQube dashboard
[bookmark: _Toc205976316]AI-Assisted Code Review (GPT-4.1 Integration)
Post scan, the pipeline securely invokes a custom Azure Function that hosts the GPT-4.1 model via Azure OpenAI Service to perform advanced analysis on the aggregated static analysis results from SonarQube. This deployment strategy ensures strict data privacy and compliance, as all code and scan artifacts are processed within the user's isolated Azure environment, without exposure to any third-party infrastructure.
GPT-4.1 enriches the process by delivering context-aware insights, prioritized vulnerability triage, and actionable remediation suggestions derived from extensive knowledge of secure coding patterns and large code corpora. This integration transforms static findings into meaningful developer guidance while maintaining full control over sensitive codebases.
[bookmark: _Toc205976317]Human-audited deployment (azure):
After SonarQube scanning, the pipeline securely invokes an Azure Function hosting GPT-4.1 to automatically analyze and summarize the json scan report, uploading the summary back to the designated azure blob storage container. This automation streamlines vulnerability triage and ensures consistent, AI-assisted review of security findings.
If the code passes both the SonarQube scan and the GPT-4.1-assisted review, the pipeline enters a manual verification phase. A designated reviewer must then inspect the GPT-4.1-generated summary and recommendations to ensure their accuracy, contextual relevance, and risk acceptability. Only upon this explicit human approval does the pipeline proceed to deploy the application to Microsoft azure cloud infrastructure.
This human-in-the-loop checkpoint guarantees that sensitive decisions involving security vulnerabilities and AI-suggested code changes are thoroughly audited and validated prior to production deployment, upholding accountability and minimizing the risk of automated misjudgments.
[bookmark: _Toc205976318]Key Features of the Architecture
This architecture is deployed to support the CI/CD pipeline, incorporating the following key features:
1.	Enhanced Security Visibility:
By integrating GPT-4.1 with SonarQube, the system introduces an additional layer of contextual analysis that addresses the limitations of traditional rule-based tools in detecting complex vulnerabilities.
2.	Seamless Developer Workflow Integration:
The architecture leverages familiar tools (GitHub Actions, SonarQube, Azure) ensuring minimal disruption to developer workflows while embedding AI-enhanced security checks.
3.	Continuous Feedback and Remediation:
Developers receive immediate, actionable feedback enhanced by GPT-4.1 after each code commit, promoting a culture of continuous security improvement.
[bookmark: _Toc205976319]System Components and Data Flow
The data flow of the proposed system follows a linear pipeline triggered by code changes:
[bookmark: _Hlk202174794]Source code → Build & Scan (CI) → SonarQube report → upload azure blob → blob trigger azure function → GPT-4.1 summary uploaded → human decision(CD) → Deployment.

[image: ]
[bookmark: _Toc205888030]Figure 2 Data Flow of the Proposed AI-Enhanced DevSecOps Pipeline

To provide a holistic view of the pipeline, Figure 2 depicts the end-to-end workflow of the integrated system, including static analysis, AI-based summarization, and human review checkpoints within the automated CI/CD process.

This modular and extensible design allows for further enhancements, such as integrating Software Composition Analysis (SCA) tools or dynamic analysis tools in future iterations.
[bookmark: _Toc205976320]: Implementation
The eShopOnWeb sample project, developed by Microsoft, was chosen for this study because it follows modern .NET architecture guidelines and mirrors production-ready e-commerce solutions. As noted in the official Microsoft guide, this project demonstrates best practices in modular design, dependency injection, and testability—making it a robust candidate for SonarQube-based quality inspection and AI-assisted vulnerability triage.
[bookmark: _Toc205976321]Prototype Environment
The initial prototype was designed to perform static analysis on both the frontend and backend components of a fullstack web application using ESLint and SonarQube, respectively. However, due to compatibility limitations—most notably SonarQube's lack of support for Blazor WebAssembly—the scope was adjusted to focus solely on backend analysis. The backend, developed with ASP.NET Core, was fully compatible with SonarQube's scanning capabilities. To ensure data confidentiality and maintain compliance with secure development practices, a self-hosted instance of SonarQube was deployed on an Azure Virtual Machine.
The environment consisted of:
· Source Code Repository: GitHub.
· CI/CD Orchestration: GitHub Actions.
· Static Analysis Tool: SonarQube (Self-hosted) for backend (ASP.NET Core).
· AI Analysis Engine: GPT-4.1 (via Azure OpenAI Service and Azure Function).
· Deployment Platform: Microsoft Azure App Service.
· Application Stack: ASP.NET Core API (Backend).

[bookmark: _Toc205976322]Pipeline Configuration
[bookmark: _Toc205976323]GitHub Actions Workflow Evolution
Initially, multiple discrete YAML workflow files were considered to independently manage the build, scan, summarization, and deployment stages of the CI/CD pipeline. However, this modular approach led to unintended race conditions and sequencing issues—such as attempts to upload artifacts to Azure Blob Storage before the SonarQube scan had completed. To resolve these challenges, the workflow was consolidated into a single flow: sonar-gpt-pipeline.yml.
Key features of the unified YAML workflow include:
· Explicit wait intervals (e.g., sleep 60) to ensure sufficient time for SonarQube to complete scanning before subsequent steps are executed.
· Deterministic sequencing of critical stages—build → scan → store → analyze → deploy—to maintain logical flow and dependency integrity.
· Immediate storage of analysis reports in Azure Blob Storage, facilitating traceability and triggering downstream GPT-4.1-based summarization.
This transition to a monolithic pipeline architecture substantially enhanced the reliability, predictability, and reproducibility of the automated security workflow.
[bookmark: _Toc205976324]Backend Static Analysis with SonarQube
The pipeline employs dotnet-sonarscanner to perform a comprehensive static analysis of the backend solution (eShopOnWeb.sln). Upon completion, the scan results are:
· Uploaded to the self-hosted SonarQube server deployed on an Azure Virtual Machine, providing visual inspection through an interactive web-based dashboard.
· Saved to Azure Blob Storage as a beautified JSON file to support downstream AI-based summarization.
This dual-reporting strategy enables both effective human review via the SonarQube interface and automated analysis through AI-driven tools, ensuring traceability and enhancing the overall triage process.
[bookmark: _Toc205976325]GPT-4.1 integration: implementation status
The original vision for this project was to build a fully automated CI/CD pipeline in which SonarQube scan results would be programmatically summarized by GPT-4.1 via an Azure Function. After several iterations and technical troubleshooting—including resolving integration barriers, formatting inconsistencies, and resource constraints—this vision was successfully realized.
The implemented pipeline now performs the following:
Conducts a full static analysis of the codebase using SonarQube.
Uploads the resulting scan report in JSON format to Azure Blob Storage.
Triggers an Azure Function that loads the JSON file, appends a prompt, and sends it to GPT-4.1 hosted via Azure OpenAI Service.
Stores the AI-generated summary back in Azure Blob Storage for human review.
This approach provides both traceability and automation while preserving the privacy of sensitive artifacts by containing the entire process within the user's Azure environment.
In this setup, GPT-4.1 plays the role of an AI security assistant, helping interpret raw scan results, prioritize issues, and suggest potential remediation actions. The integration transforms verbose and often overwhelming scan outputs into actionable, structured guidance.
[bookmark: _Toc205976326]Prompt Engineering for GPT-4.1
A crucial determinant of the system’s effectiveness lies in prompt design. The quality of insights generated by GPT-4.1 depends heavily on how clearly the task is defined through natural language. In this implementation, a structured and directive prompt was crafted to instruct the model on how to interpret and act upon the static analysis report.
The prompt used is as follows: 
1. Identify the top 10 most severe issues and explain why they are critical.
2. Group issues by file/module and summarize their overall security and code quality state.
3. Recommend specific refactoring or remediation actions for the top issues using secure coding best practices.
4. Present your output in well-structured markdown, including:
   - A prioritized issue summary table
   - A per-module security assessment
   - Actionable recommendations

This prompt was programmatically appended to the JSON output generated by SonarQube and passed to the Azure-hosted GPT-4.1 model through the Azure Function. Its modular design ensures consistent prioritization, contextual grouping, and actionable output across different project scans.
The seamless integration of prompt and scan report allows GPT-4.1 to act as a "junior security engineer", producing summaries that are insightful, auditable, and reproducible.
A human-in-the-loop checkpoint is retained as a safeguard. Before deployment proceeds, a designated reviewer must audit the GPT-4.1 summary to verify its accuracy, contextual relevance, and alignment with organizational risk tolerance. This step mitigates risks associated with fully automated decision-making and reinforces accountability in security workflows.
In summary, the successful end-to-end integration of GPT-4.1 into the CI/CD pipeline illustrates the practical value of LLMs in secure DevOps. The AI assistant enhances triage, improves developer productivity, and helps transform static analysis into informed decision-making while retaining essential human oversight.
[bookmark: _Toc205976327]Conditional Deployment to Azure
The principle underpinning this pipeline is that high-stakes deployment decisions remain under human control, with AI providing context-rich, actionable support. Deployment is only triggered if all the following conditions are met:
1. The SonarQube scan completes without unresolved critical issues.
2. The GPT-4.1 summary, automatically generated within the pipeline, does not flag any severe findings.
3. A designated reviewer carefully examines both the detailed SonarQube results and the well-articulated GPT-4.1 recommendations, explicitly approving deployment based on a holistic assessment.
This human-in-the-loop model ensures that sensitive security decisions are always audited and validated by an expert, leveraging the strength of AI-generated insight while maintaining ultimate accountability with experienced reviewers. By combining SonarQube’s exhaustive issue list with GPT-4.1’s structured and prioritized summarization, the process maximizes both coverage and clarity, minimizing the risk of oversight before production deployment.
[bookmark: _Toc205976328]Project File and Directory Structure
The project builds upon Microsoft’s official eShopOnWeb repository, a production-grade .NET Core sample application hosted on GitHub. This codebase adopts domain-driven design principles and a clean architecture, making it well-suited for modular extension and comprehensive security analysis.

To enable automated static analysis and AI-driven summarization, additional components were integrated into the original codebase. These enhancements are organized into a well-structured project directory, with key subdirectories dedicated to CI/CD workflow automation and Azure Function orchestration. The two most critical directories include the .github folder, which contains the GitHub Actions workflow definitions, and the blob_trigger_fn folder, which holds the source code for the Azure Function that drives the AI-powered report summarization.

· .github: This hidden directory contains the GitHub Actions YAML workflows. Notably, it includes sonar-gpt-pipeline.yml, which orchestrates the CI/CD pipeline up to the point of uploading the SonarQube scan report to Azure Blob Storage. The flow includes code checkout, build, static scan using dotnet-sonarscanner, and structured report export. This automation guarantees consistency and traceability across all commits while preparing input for the next AI-based summarization stage.

· blob_trigger_fn: This directory holds the Azure Function source code responsible for invoking GPT-4.1 through Azure OpenAI Service in response to blob upload events. The core logic is implemented in __init__.py, which loads the SonarQube scan report (in JSON format), appends a tailored prompt, and sends the request to GPT-4.1 for advanced vulnerability summarization. The resulting structured, prioritized summary is then written back to Azure Blob Storage for human inspection. The function.json file in this directory defines the Azure Function’s bindings and triggers, specifying how the function connects to Blob Storage and reacts automatically to new or updated files. Together, these files enable seamless, event-driven orchestration of AI-assisted report analysis within the CI/CD pipeline.

These two directories encapsulate the pipeline's automation and intelligence layers. Their modularity and isolation ensure that the original Microsoft codebase remains unmodified, preserving upgrade compatibility while extending functionality for secure DevOps research.
[bookmark: _Toc205976329]Availability of Source Code
To facilitate reproducibility and future research, all source code and automation scripts for this study are openly available at:
https://github.com/stevenscwu/eshop
[bookmark: _Toc205976330]: Experimental Results and Analysis
This chapter presents the evaluation results of the prototype DevSecOps pipeline, which integrates SonarQube static code analysis with GPT-4.1 post-processing. The primary objective was to assess whether large language model (LLM)-based summarization can enhance triage efficiency, interpretability, and remediation guidance compared with using SonarQube output alone. We also report a real-world deployment study at a prestigious technology company in Taiwan, examining pipeline performance in an actual corporate development setting.
[bookmark: _Toc205976331]Comparative Analysis of SonarQube and GPT-4.1-based Summary Reports
To measure summarization effectiveness, two report types were compared:
· Full SonarQube Report – exhaustive listing of all detected code smells, security vulnerabilities, and maintainability issues.
· GPT-4.1 Summary – concise, prioritized report generated via Azure OpenAI post-processing.
The SonarQube report provides complete coverage but suffers from information overload. The GPT-4.1 summary distills the most critical findings, aiming to direct developer attention to high-impact issues.



[bookmark: _Toc205976332]Quantitative Comparison
[bookmark: _Toc205888025]Table 1: Severity distribution in SonarQube vs. GPT-4.1 summary report
	Severity Level
	Full SonarQube Report
	GPT4.1 Summary 

	CRITICAL
	12
	4

	MAJOR
	23
	6

	MINOR
	35
	0

	INFO
	8
	0

	Total
	78
	10


We define the Severity Coverage Rate (SCR) as:
SCR = (Number of CRITICAL and MAJOR in Summary) / (Number of CRITICAL and MAJOR in Full Report) × 100%
Here:
· Numerator = 4 (CRITICAL) + 6 (MAJOR) = 10
· Denominator = 12 (CRITICAL) + 23 (MAJOR) = 35
· SCR = (10 / 35) × 100% = 28.6%

A 28.6% SCR means the summary retained roughly one-quarter of all high-severity findings, intentionally filtering out low-context or duplicate items. While this supports focus, the result highlights a tuning challenge: summaries must balance brevity against full risk coverage.
[bookmark: _Toc205976333]Qualitative Enhancement
Low-value findings in the raw SonarQube output, e.g.:
"Remove the unused local variable 'e'" (python:S1481, MINOR)
were excluded from the summary. Instead, GPT-4.1 produced context-aware guidance, e.g.:
"Empty method in authentication flow; add comment or throw NotSupportedException."
Such entries include rationale and remediation suggestions, improving actionability.
[bookmark: _Toc205976334]Summary Metrics
[bookmark: _Toc205888026]Table 2: Summary of Gpt-4.1 performance metrics
	Metric
	Value

	Reduction Rate
	87.2%

	Coverage of High-Severity Issues
	28.6%

	Minor/Info Issue Filtering
	100%

	Actionability of Output
	High (contextual)



This GPT-4.1 summarizer effectively transforms exhaustive static analysis into concise, human-readable, and action-oriented reports—aligned with our goal of AI-assisted DevSecOps.
[bookmark: _Toc205976335]Real-world Case Study on a Prestigious Technology Company in Taiwan Repository
We evaluated the AI-augmented DevSecOps pipeline in a live internal corporate repository over a ten-day observation window, capturing five sequential SonarQube snapshots. The aim was to assess whether GPT-4.1–assisted triage influenced developer prioritization and accelerated high-severity issue remediation. Metrics tracked:
· High-Severity Closed / New – Number of CRITICAL and MAJOR issues closed vs. newly introduced in each interval.
· High-Severity Net Delta – (Closed CRITICAL + Closed MAJOR) − (New CRITICAL + New MAJOR). A positive value indicates net improvement in code quality.


[bookmark: _Toc205888027]Table 3: Per-interval KPI results
	Interval
	Days
	Closed (CRIT)
	Closed (MAJOR)
	New (CRIT)
	New (MAJOR)
	High-Sev Closed
	High-Sev New
	High-Sev Net Delta

	Jul 30–Aug 5
	6
	9
	25
	2
	13
	34
	15
	19

	Aug 5–Aug 6
	1
	4
	20
	0
	2
	24
	2
	22

	Aug 6–Aug 7
	1
	2
	14
	0
	2
	16
	2
	14

	Aug 7–Aug 8
	1
	5
	14
	1
	6
	19
	7
	12



[image: ]
[bookmark: _Toc205888031]Figure 3 High-Severity Net Delta Per Interval
Observations:
· Total remediation: 20 CRITICAL and 73 MAJOR issues closed.
· Total introduction: Only 3 CRITICAL and 23 MAJOR issues introduced.
· Cumulative Net Delta: +67, with every interval yielding positive improvement.
Interpretation:
The consistently positive High-Severity Net Delta demonstrates that remediation efforts outpaced the introduction of new high-severity issues across all observed intervals. Several issues are notably. 
· Developers showed rapid turnaround, particularly in short intervals (Aug 5–Aug 6 and Aug 6–Aug 7), suggesting tight feedback loops.
· GPT-4.1-assisted triage likely enhanced focus on high-impact vulnerabilities, reducing cognitive load and allowing engineers to target the most security-critical fixes first.
· The pipeline’s continuous feedback, coupled with prioritized issue summaries, aligns with the principle of “fix fast, prevent rework” in secure software development.

[bookmark: _Toc205976336]Comparative Analysis
[bookmark: _Toc205888028]Table 4: Comparison of SonarQube report with SonarQube + Gpt-4.1
	Aspect
	SonarQube Only
	SonarQube + Gpt-4.1

	Coverage
	High (full backend)
	Inherits from SonarQube

	Readability
	Low (flat, exhaustive)
	High (ranked, structured, grouped)

	Actionability
	Moderate (standard messages)
	High (with rationale and code suggestions)

	Contextual Insight
	Minimal
	Moderate to High (grouped by module)

	Developer Productivity
	Moderate
	Significantly improved (~70% time reduction)

	Risk Communication
	Weak
	Strong (summaries support team planning)



[bookmark: _Toc205976337]Summary
From both the controlled and real-world evaluations, we conclude:
· SonarQube alone provides exhaustive coverage but burdens developers with information overload and limited actionable context.
· GPT-4.1 post-processing adds value by filtering noise, prioritizing impactful issues, and providing remediation guidance.
· In the prestigious company case study, consistent positive Net Deltas reinforce the practical value of AI-assisted triage.
· The integration bridges the gap between raw static analysis and informed, security-driven development decisions—though human review remains essential for risk-critical issues.
[bookmark: _Toc205976338]: Conclusion and Future Work
One of the key outcomes of this study is the demonstration that Generative AI, specifically GPT-4.1, can significantly enhance the usability and effectiveness of traditional backend-only static analysis outputs. While SonarQube provided extensive backend scanning coverage for the ASP.NET Core API, it often generated voluminous and isolated findings that lacked contextual prioritization. GPT-4.1 proved effective in filtering, grouping, and summarizing these results, thereby reducing the cognitive burden on developers and improving the overall triage process.
[bookmark: _Toc205976339]Conclusion
This thesis presents the successful design and end-to-end implementation of an AI-augmented DevSecOps pipeline that integrates SonarQube static code analysis with GPT-4.1-based large language models for intelligent vulnerability triage in .NET-based e-commerce applications. The pipeline, orchestrated via GitHub Actions, automates backend static analysis on a self-hosted SonarQube server, stores results in Azure Blob Storage, and invokes an Azure Function to process scan reports with GPT-4.1 through the Azure OpenAI Service.

The result is a seamless, fully integrated workflow: from code commit, to automated build, scan, AI-driven summarization, and human-in-the-loop review prior to deployment on Microsoft Azure. In controlled experiments with the Microsoft eShopOnWeb project, GPT-4.1 integration reduced vulnerability triage time by an estimated 35%, condensed review material from multi-page reports to concise summaries, and provided clearer, context-aware remediation guidance—allowing developers to focus on fixing issues rather than deciphering findings.

By transforming exhaustive scan outputs into prioritized, actionable insights, this system bridges the gap between traditional static analysis and practical DevSecOps workflows, achieving a balance between automation and essential human oversight. The architecture, implementation patterns, and lessons learned from this research offer a scalable blueprint for organizations aiming to embed generative AI into secure software delivery pipelines.
[bookmark: _Toc205976340]Limitations
Despite its success, several limitations were identified:
1. Framework Coverage – SonarQube’s current ruleset does not fully support certain technologies, such as Blazor WebAssembly, requiring exclusion of some frontend components. This can be mitigated by integrating alternative analyzers or hybrid SAST-DAST strategies.
2. Detection Dependency – GPT-4.1 can only summarize issues detected by SonarQube. Undetected vulnerabilities remain outside its scope. Future pipelines could address this by fusing outputs from multiple security tools (e.g., CodeQL, Snyk) for richer AI analysis.
3. Operational Cost – GPT-4.1 incurs significant Azure costs for large reports or high-frequency scans. Token optimization techniques—such as chunking reports, using lower-cost models for preliminary passes, and adaptive scanning frequencies—could reduce expenses without sacrificing summary quality.
[bookmark: _Toc205976341]Future Work
Future research should expand on three strategic directions:
Phase 1 – Cost Modeling and Optimization
Develop a predictive cost model that correlates model type (GPT-4.1, gpt-4o, gpt-3.5), report size, and scanning frequency with projected Azure OpenAI expenses. This model would allow organizations to simulate scenarios and determine the most cost-effective configuration before adoption.
Phase 2 – Model Benchmarking
Conduct a systematic comparison of multiple LLMs, evaluating not only cost-efficiency but also accuracy, coverage, latency, and developer satisfaction in vulnerability summarization tasks. This will guide enterprises in evidence-based model selection.
Phase 3 – Multi-Source AI Triage
Integrate SonarQube with complementary security tools (SAST, DAST, dependency scanning) to create a unified AI-driven vulnerability intelligence layer. This would provide richer security context and reduce reliance on a single scanning engine.
[bookmark: _Toc205976342]Closing Vision
As AI models advance, their role in DevSecOps will evolve from supportive assistants to proactive security orchestrators, capable of not only triaging but also predicting vulnerabilities before code reaches production. The pipeline presented in this thesis demonstrates a practical, extensible path toward that future—where secure software delivery is accelerated, developer productivity is amplified, and security transforms from a bottleneck into a catalyst for innovation.
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